Technical Note

i T PREDICTIVE SERVICE

@}'1 )

ZEISS Predictive Service
UE—MNF—EXTOJ S AICEE T 2HTIER



ZEISS Predictive Service
VE—MNF—EXTOJ S AICEET 2H0iM0IEHR

Author : Dr.Christian Schwindling, Marcus Jacob
Carl Zeiss Microscopy GmbH, Germany
Date : April 2018

Technical Note

CORFIATRNTIIZEISS Predictive ServiceD7 —FFIFv—EtF1UT1#EEBEDHEAZLTVE T,

ZEISS Predictive Service ' BEHRDIRIBETEDOLSIGERAIN., BEFROFMIN T 1V B 2EQLS(TRIETHE, ITEE
B(CTIBROICEEBRELTVET, e, T71M 704N ULBERLURY NI - tF1UFT(REDEERRIEICDOVTE

ZINET,

Connectivity

outbound only

- i q@
= — . —]
o o — o ...
O ‘ htt ps predictive-service.zeiss.com .’ '
port 443 -
|

Control PC

ZEISS Microscope
M1 #ERAA-

Ty NI =D 0 0ERD (F. BEREROT> MO—ILPCICA >R
h=lEnz/hawWwwIhoL7? \vs—SThd. Wo3dI—->1
>hTY, I-T1>2 METZEISS Predictive Service Agent|
ELTOO-MIVS AT LFEEFR DOWindowsH —ERELTEIT
SNBIIEEETNTVE T,

I->1>MEITEN3E. ZEISS Predictive Service
Agent(ITCPAR— M43 ThttpsFOMILEFERAL. 256EYH
TLS (h>2R-NBt+1U7¢) IVRY-IVRES{EZE
AUT. predictive-service.zeiss.com(l$3ZEISSI >4 —
T4 X - N—tDIEROME I Z A FT . COBRTHCTD
MO REATY, chld. I-J10 M SN EESENTL
TOIHXYE—SZRETERLIC, BEFrRINECI->1
> NCEHOTRIREN B EZRIRL TWLWE T, ZEISS Predictive
Service Agenth"—/{—&UTHEEEL. (FNEB) #EHEROD
R—M2BIKCEERU TR, EEM(CHEBIMBIEIHSD
RENEEENAEZHN > THCENEETI, O-h)L Rvb
D-Ih70%> H-N-2BLT2HEE U—/{— PRLR
ZERTETCEET,

Enterprise Server ZEISS Support Staff

1-P-2ENRD- RIBERIGEL. BABAES 256~

iES{bz{EAUTZEISS Predictive Service Agent®-{>X
Mo—23> F4LINICIKZAD— RIMREFEENE T, predictive-
service.zeiss.ComIMEBADHTTPSIEF N BEICEF RSN TL
3i5E. BERITAT7IA-IOREZEER I 2NEEIHIFE
Ao

I>49-J54X H—){—predictive-service.zeiss.coml(
Microsoft Azure Cloud4>J3ANSIFv—2fERALTRR
TN, ERMEE (JeLX(L1SO 27001, HIPAA,
FedRAMP, SOC1., SOC2RE) (CHE-TEERAEN. FR5EeN
F9,

I A-THAX Y=N-TEFTIN37S)r—>32& HTTP
SREEEEREL. TXaUTs OF > HITI AT A IRTOHE
T=4 (074> 7-49) OBS{EAN . BiFENTUZIA
TOF—7ErXOIES{t (Advanced Encryption
Standard (AES) 256EyNefERURETLS 1.2) #RE93
TedD RS> ZR— NETFIUT DHR-MRE, EFRIZEDOT
F1UFTHEEER SDPTC ThingWorxzR—X(CLTWEY,
ZEISSI> A—-J54 X Y- N—-¢tI -1 hOBIDEIEL
Secure WebSocketR9>4—RICE-TVET



I-S1MHTTPSENURIA—T54 X —\—tD&RE
RIBGETEI I3 YEME I —Xh'H0ET . T-S 1> MNZEISS
I2A-T54 X Y= N—ORBIOM S ERBER BIEEICT BIzsH(C.
ZOEHEN LU TWebSocket 7y I L — RV ThnEd . #1H8
{EURE. I-210 M3, HBROBIEIRAET —YDEERE (3 h
A3 — LR— MDA TEERGEIZR I IIgEESNRT -4
Bz Ty 1%,

FTAEI. X BARRE., 2RO N LNVOEBEFE
[HEFIREERET Y, BUMIIESNESa T LTOYd J71ILE
ERENET ., IRNTOT—FEEN, BICI-J12 ML TH
SN AEISNIBBETF Y RIVERELLET . UIehD T I
H—TF4 X Y- N\—(FHEIENTF1 7 RIEFEEZNLTOH
FTARBERTEEY, Ll AEFRIESI SN, BHEORIN
[CEOTHULWVER O NN EESNZE T, OIS
n#d.

IREBE=HVUYY)

O3> TlE LR THREAUVIESRTETIVCEDUREEZS
DS OrRERSRBBLE T IRREEZAVUSJ E(L. BhEDS SRR
DEMEIRREIBROAZNREVES LUZDRIROY -/ —%
NR=ALF R ERL TVET . BRI, #2330 EEEDRZE
W1 —-0FEREIBISHIC. BELCLOTEIRUDIIIA L
Z5|EHEIIRIC. TDREZRETBIIETT . AR BHIE
BREBVESAIIUGEU AR S RO T RIIR T, #E
SROEMEIRRET —4 (S, TeLZ (L, BRI, T—5—-BFEEP5m
DEMEFAII . BBRLANIVDEE. T7—LDI7ON->3>, T
=AY —IRETT, BARMRT —ADEFE (ET /(1 RICLDT
ERhFE I,

INTOBHET —INZEISSOTEMIEDS AT L ARL =T
VIRITT(CELTUREZN. B4 OO TP IVIARFESNET
(R18MR) . NBOTPAIVETEANE 17 TRIKCENTE
£9. 07 I71UET -1 NI RITPIC Lo THABTRI(CBE1RE
nNE9. FHILLT—IMEFEINBE. I-21>NMIOT TPV %
FRATL . BEYLSNTHER AN U (T 9717 L %21 9—T54X
H—N—(GXEVET AR —FTAIIT AT LB LUS AT LANR
L—23a>VIRo17 (feez(E, ZEN. SmartSEM) (CRET31R
RIFL DA NBLUWindows Management
Instrumentation (WMI) ZTUCEUEENET . COFT—4
CEARL—F4T S RTLADIN=23> PCOITIES, J\—
RRSATDERAENSFN TS EIEEENHDET .

Technical Note

Connectivity Summary

B Windows service
ZeissPredictiveServiceAgent.exe

Only outbound https, 256-bit TLS/SSL secured
connection on port 443

No open ports for inbound connection

Proxy server support

Typically no changes to firewall settings
Microsoft Azure cloud infrastructure certified
and audited according to international
standards (ISO 27001, HIPAA, FedRAMP, SOC1
and SOC2)
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Condition Monitoring Summary

B Only log file data from specific log file storage
locations are transmitted (see table 1). These
files are fully transparent and plain-text
readable

B No user specific information or files are
included in continuous monitoring
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Device type Log file name Description Path

Electron EM Server.log Information about EM Server C:¥ProgramData¥Carl Zeiss¥SmartSEM¥
microscopes Log¥EM Server.log

Electron Log Folder Includes SmartSEM Logs (GIS, C:¥ProgramData¥Carl Zeiss¥SmartSEM¥

microscopes

FIB, )

Log

Light
microscopes

remote service.log.xml

Already parsed information
from ZEN.log.xml and
ZENCore.log.xml

C:¥ProgramData¥Carl Zeiss¥Remote
Service¥remote service.log.xml

Light
microscopes

ZEN.log.xml

Information about ZEN
software

C:¥ProgramData¥Carl Zeiss¥Logging

Light
microscopes

ZENCore.log.xml

Information about ZEN files
Core software

C:¥ProgramData¥Carl Zeiss¥Logging

X-ray
microscopes

XradiaAppn.log where
n=1,2,--.N used in system
software v11.1

XradiaApp_n.log where
n=1,2,--.N used in system
software v12

Information about Versa
system parameters

C:¥Program Files¥Carl Zeiss X-ray
Microscopy¥Xradia Versa¥XX.X.XXXX.
XXXXX¥Log Files

X-ray
microscopes

Centre.log
Comms.log
FilStore.log
Getter.log
Healthcheck.log
Serial.log
TCC.log
Tube.log
Vac.log
Warm.log

X-ray source logs

C:¥Program Files¥Carl Zeiss X-ray
Microscopy¥Xradia Versa¥XX.X.XXXX.
XXXXX¥logs
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Installation
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TeamViewerQtF1U5¢DFFHIBIRICOVTIE. U TFESRBULTIZEW ¢
https://dl.tvcdn.de/docs/en/TeamViewer-Security-Statement-en.pdf
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Technical facts
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Ports

443

Protocols

HTTPS, Secure Websocket

URL of ZEISS server

predictive-service.zeiss.com
www.predictive-service.zeiss.com

IP addresses

52.174.243.245

Certification of Microsoft Azure cloud infrastructure

ISO 27001, HIPAA, FedRAMP, SOC1 and SOC2

Connection security

TLS 1.2 with AES 256bit

Supported proxy settings for installation

- No authentication

- Basic authentication

- Digest authentication
- NTLM authentication

Available and patched local area network connected to
ZEISS system PC

RJ 45 connector for LAN

Security patched and measures according to your local
IT security standards

e.g. installing antivirus software; please see recommendations
for data security policy on ZEISS Microscopy Systems
(see references)

Established and working outbound internet connection

ZEISS Microscopy Systems(CBA927—4 171 RUS—DHEEEIE

AGB —fi%ER5| %44 Predictive Service




XERET. INHAB LU AR E T ERCEE NS LN HDET,

A=Y 714 AR S
Y1o0RAE—F(EV3Y

microscopy.ja@zeiss.com

WWWw.Zeiss.co.jp/microscopy

F160-0003
RSB S A 2885
Tel 03-3355-0332
Fax 03-3359-2118

FEEZEFAT  Tel 06-6337-5465
ZEEEEF Tel 052-777-1415
BEEEER  Tel 092-713-7662
IEEERT  Tel 022-224-5655

AREROWER, %, SMRASITFERKEETEENBNES. (WY0JRHAS : 2018F7RKIE)

SERKERL,

HROCEIERIOLORNEERBBZIENBIET, ANIDITTETM, @V-IERRLTLERA. 27 L%, BRAEHRSHOBRHRILEHIRTT.

BRERIREOHRERBBIEENBDETOT:



	スライド番号 1
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6



